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Beware of Scammers Posing as Government Officials 
Protect against fraudulent calls and other scams 

Providers should not provide information to cold callers claiming to be representing a state or federal 
agency or official or claiming to be from the IRS, Department of Commerce, or a Bank or other 
financial institution without first verifying the caller’s identity. You should always ask for the name of 
the organization and the caller’s name and contact information and then go to an official website to 
locate a number or name of the person at which to call them back. An official government website will 

have a “lock” icon on the left of the website address bar that looks like this: .  

This indicates it is a secure website. In addition, you should always take all precautions according to 
your organization's IT security policies and procedures concerning phone and electronic 
communications.  

Residents may also receive scam calls directly. According to this alert from CMS, any suspected 
fraud should be reported by calling Medicare’s toll-free customer service center at 1-800-MEDICARE 
(1-800-633-4227), or online here.  

CMS or CDC representatives will never ask for Medicare or other identification numbers or billing 
information, try to sell anything, or offer any help or service in exchange for sharing of a person’s 
Medicare number.  

Providers may receive legitimate outreach calls from representatives of the Centers for Medicare 
and Medicaid Services (CMS) or the Centers for Disease Control and Prevention (CDC). To 
participate safely and appropriately in these calls and guard against fraud that may compromise 
sensitive information or operating systems, we recommend the following safety steps: 

1. If you receive a cold call from a representative of CMS, CDC, or another state or federal 
agency, ask for their name, title, office, email address, and an official or publicly posted 
number at which you may call them back. You may also ask the caller to send an email from 
their official email address, which would end in “cdc.gov” or “cms.gov” that you can use as a 
second step of verification. However, be aware that scammers may also provide fake email 
addresses that appear to be official and take all precautions according to your organization's 
IT security policies and procedures. 

2. Do not provide any sensitive information to the cold caller until you verify that they are official 
and legitimate. Note, a CMS or CDC representative will not ask for financial compensation or 
sensitive information by phone or email.  

3. Names and official numbers and emails for federal representatives should be publicly posted. 
Search for the individual’s name, agency, and contact information on your computer or phone 
via a trusted browser.  

4. If you are able to validate the individual’s name and contact number, call them back at the 
official number provided. 

5. If you are not able to validate and suspect the call is fraudulent, report the possible fraud by 
calling Medicare’s toll-free customer service center at 1-800-MEDICARE (1-800-633-4227), or 
online here. 


